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AllCry 7 ¢ o]

CERBER # 9]¢

DMA Locker #/d ] o]
Erebus A ¢ o]
GlobeImposter /] ¢ ¢
Jigsaw A 9o

Kamil 374 ¢
Locky(diablo6) 344 ¢ ]
Locky(asasin) #/d ¢ o
Matrix A ¢ o
Magniber(MyRansom) /¢ o]
Spora #WA ¢ o

SyncCrypt |4 ¢ o
TechSupportScam |4 ¢ o]
VenusLocker #/d ¢

WannaCry |4 ¢ o
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[1 AllCry o]
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.‘ readme.bxt - Notepad

File Edit Format WView Help

lsome files have been encrypted

Please send 0.2 bit coins to my btc wallet address
If you paid, send the hardware id to my email

I will give you program to decryper

If there is no payment within seven days,

we will no longer support decryption

Email : allcy@alquds. com
BTC 'l'-'a.-l -| [ 5] ¥R T LD IR DY W T AT TR TR T A D AT ]

Your Har d:l.-"a_r" B Vi i3 YR TR R SR TA TN - SR AR

120043 PELTL-CGDRRF- RGN -HYER 42013

allery@naij, com

RSP p B ot b du DB dodi Y dunz o

- NYF2E FABH0] 7HSESHS 0.2Bitcoin)E XIE0H=E FEols HHEE
+ ‘allery@naij.com, allay@alquds.com O|Y™E ot
- g0, ot=0f, SF02 e HHLE

« PCO|l EX3St= mY (jpg, xIs, doc, ppt, zip, hwp, exe 2 200742 =X
» Local Disk

E
=<l3=l-
nE
d€0

o allery 2 O 2HEXE HYP
HHESIM ZH0| “readmetxt’ WAL E I}
« £ ZHO[X|0|M FE or EStE ZE]

Jim

2

D= ru9
0=

Hl ox

= ol

F EE 93 A4l B2t 9 WEH BE F s

£
>
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CRBR ENCRYPTOR

LSS AT HEE

g dE S 2= EH0{2 "CRBR Decryptor'2(E) TOi5HAI= YU

EA 2ZES0E HYSES SHUHA= AITE SHY DL SO RTH BHE AT 2Yuch

FI5tel JHel HOIROIA AF HE LZES0E PO += ASUCH

hitp./ /DexBerilkic2d 3. Bey&e.tun/ SE1 4- 724%-6CDA-0008- 947C

CRBR ENCRYPTOR
YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES
i HAVE BEEN ENCRYPTED! o

“The only way to decrypt your files is to receive
“| the private key and decryption program.

To receive the private key and decryption program

go to any decrypted folder - " READ THIS:'
. 4 with complete instructions how to decrypt your files.

If you cannot find any (* R_E_AD at your PC,
5 follow the instructions below: T =

1. Download "Tor Browser” from https://www.torproject.org/ and install it.
2. In the "Tor Browser" open your personal page here: -

1kiczd3]. oricn/SE14-7

Note! This page is available via "Tor Browser" only.

URLFTAE FAISH0 5334 E FUSEE Rdtes HHELE
“CRBR ENCRYPTOR"O| HA|El HIEtSlH o|O|X|

El
OF
1L
do

PCO|l EXst= T (jpg, xls, pdf, ppt, zip, avi, wmv 2| 300712| =&KX}
Local Disk, USB Drive, Network Drive, Cloud Drive

dim

4xt2|el ‘Uole| =X} or FEA'E IHY EHXIE HZ (PCOiCt SFX7L CHE)
SR Uz AME TE

L2otEl EC0 3742 WHLEE MY

- (READ_THILS_ [EE+xXl.hta)

- (READ_THILS [FEE+=XH.txt)

- (READ_THILS_[HE+=XH.png)

Asddecz 5550 M2 SHete AP E M3

AMARIERO0| 271552 E 88 #Hl =S (Volume Shadow) 21X

=2 BTl CERBER(Ver.1)2| 2% 5=3t =77t EX (No More Ransom)

WE A4 Tt 9 WET o0 5 AsUTh
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[[1 DMA Locker 3 o]

&

All your personal files are LOCKED!

WHAT'S HAPPENED?
* pll your important files(including hard disks, network disks, flash, USB) are encrypted.
* all of files are locked with asymetric algorithm using AES-256 and then RSA-2048 cipher.

* You are not possible to unlock your files because all your backups are removed.

* Only way to unlock your files is to pay us 3000 GBP in Bitcoin currency ( 3 BTC ).
After payment we will send you decryption key automatically, which allow you to unlock files .

HOW TO PAY US AND UNLOCK YOUR FILES?

1. If you want a proof that after payment your files will get unlocked, you can send us your 2
small files with size < 1 MB vie e-mail and we will decrypt it and send you back FOR FREE

2. To pay us, you have to use Bitcoin currency. You can easily buy Bitcoins at following sites:
* https: { fwww.coinfloor.co.uk/
* https: { flocalbitcoins.com/
* https: / /www.coinbase.com/

3. If you already have Bitcoins, pay us 3 BTC { 3000 GBP }  on following Bitcoin address:

ML E I TxFsinm i ARECGxE a2 | 2pLIFUERma
4, After payment, necessarily contact with us to get your decryption key:
weekd004i@mfastmail.com ., In mail title write your unigue ID:
UNALIGOR JILALT R RDIN G hlgH
5. We will automatically send you decryption key file after bitcoin transfer .
When you receive your decryption key file, press "OPEN" button and choose your received
decryption key file.
Then, press the "UNLOCK FILES™ button and it will start unlocking all your files.
DECRYPTION KEY FILE:
KEY STATUS:
= . i . . = = o .
- NYFLE YAISHO 7HYEBEBitcoinS KIESHES RESH: HYEE
» 'DMA Locker 3.0' O|52| =213 A3
« AlZHO6h)0| XLt =33t H|E F7t
« 'week4004@fastmail.comi HLYE =3t
o~ = * — P
« PCO|l EXot= o (SHM2AE 7|ghof oY Aol iy M)
—l o o — = o " g
I s e * Al2E SEHE 9ot Y § ¥ oY SEAE M mg MG 2nst Al:
* Local Disk, USB Disk
— . o
= . O} SR HHO| 9tS
=0 . — —_ .
- As 2oz SEEO MAZA WYEEEZ2O™, YAE njgl) 4

¥ AT =t WF A4 T 9 WeT 0E & FYTh
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Warning!!

Your documents, photos, databases, important files have been encrypted!

If you modify any file, it may cause make you cannot decrypt!!!

To decrypt your files please visit the following website:

If the above address will be unable to open or very slow, follow these steps:

1. Download and install the tor browser. Download Tor
2 After successful installation, run the browser, waiting to initialize.
3. Inthe address bar enter:

EREBUS

Data crypted

Every important file (documents,photos, videos etc) on this computer has been encrypted using an unique key for this computer.

It is impossible to recover your files without this key. You can try to open them they won't work and will stay that way.

That is, unless you buy a decryption key and decrypt your files.
Click "recover my files' below to go to the website allowing you to buy the key.

From now on you have 96 hours fo recover the key after this fime it will be deleted and your files will stay unusable forever
Your id is : '57C6A3285286D809E51B3CFFADS03EODAD34983D' you can find this page on your desktop and document folder Use it to

if the button below doesn't work you need to download a web browser called 'tor browser'
download by clicking here then install the browser, it's like chrome, firefox or internet explorer except it allows you to browse to special websites

once if's launched browse to htip:/ferebus5743Ing8db onion

Recover my files

URLF2(Ton) S HAISHO] 7Hd82E X|20tes REdts HYLE

PCOl =5t Tt (jpg, xls, doc, ppt, zip 2 4007H2| ZHEHX}
Local Disk, USB Drive, Network Drive

BiEIBlRiS ERe DS BOO| By wE Y
- '_DECRYPT_FILES.html, _DECRYPT_FILES.txt'
AZQX, 2lmA Ao SEHHMOIM HAHE AN o]

SA= MH 22215 9o B2 U= 2720002 ~400022)

Lecrypt 2 It SFXE WY
S

¥ A =2 H1F dddold w2t o WEFd gE 5

oy

U,
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[1 GlobeImposter #4d ¢ o]

&

ENGLISH

ALL YOUR IMPORTANT DATA HAS BEEN E

To recover data you need decryptor.
To get the decryptor you should:

I-l'“
0x
H—
[m

Send 1 test image or text file 1-absolutu:
In the letter include your personal ID (look at the beginming of this document).

We will give you the decrypted file and assign the price for decryption all files

After we send you instruction how to pay for decrypt and after payment you will receive a decryptor and
instructions We can decrypt one file in quality the evidence that we have the decoder.
Attention!

Only 1-absolu mir net can decrypt yvour files

Do not trust anyone i-absolutus igmir net

Do not attempt to remove the program or run the anti-virus tools

Attempts to s g fil 11l result in the loss of your data

Decoders other users are not compatible with your data. because each user's unique encryption key

< >
+ E-Mail F2(i-absolutus@bigmir.net) 2 HESIEE G
+ 'how to _back Files.html' T2 HES 7tX| 1

« PCO|l EXSt= T (xls, xlsx, pdf, ppt, pptx, hwp 2 2007H2| =&KX}
» Local Disk, USB Drive, Network Drive

« '[i-absolutus@bigmir.netl.rose’'2 LY SXIE BHZ

o« U3t Z2M0| "how to_back fileshtml” B - E M
‘EXE’ ot A3t T (PCHEE Al 2F 4 7t =)

. E-Mail& Slf Hi=

« CIXIE MBS X5 HE Globelmposter &2 0

Jim
2

¥ A7 X W3 A4 det 9 WeH BE 5 s
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WM E
1 file will be deleted
o X ZLFAE HASI0] 7HAHES}Bitcoin)E X E3IEE S
« g3t Jigsaw' O|O|X[7} LtEfLL= HELEE
a2l « PCOl EX5t= Tt (jpg, xIs, pdf, ppt, zip, db 2 120749 EHE X}
=T » Local Disk, USB Drive, Network Drive
o “lost, fun, kkk, .btc, .gws'Z It XS HA
- E2{A| HHIOIE nmYZ AFE
£d « AlZtO] X UfOrC = SHEl mhU S AMH|

- AEddez SEO0 HWFE SiEete HHLE A

« 533 =7t X (No More Ransom)

x A7 Ex 93 Aol w9 WD B + dgyth
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Your files have been blocked

Your files is blocked. You need a individual key to unlock your files.

To unlock follow the steps:

Firstly you need have a BitCoin wallet, (fe. coinbase.com) then you have to pay 508 to this wallet.

When you done, now you have to send 50 usd (calculate to btc) to below bitcoin address. Great! Now you can type your bitcoin address to below
field, and click "unlock”!

Thats it! Now you can enjoy your computer and unlocked files 3}

Remember! If you will delete this program, you lose one chance to unlock your files.

Warning: If you already paid and you have information "We don't have your payment yet”, you must waiting.. (Usually max. 12h)

Pay 50 usd to this BTC

17wednieGHETa\We GARY Zi 257y hUTTy

If you already paid

Enter the bitcoin address which you sent btc

NUFLE BB 7h4E2HCf509)E X =0t=F REots HELE
3|

El

OF

d0

PCO| EM5t= MY (exe, Ink THY SHFAE MU £F CIAEHZ|S 2= 1Y)
- CommonProgramFilesX86

- CommonProgramFiles

- DesktopDirectory

Local Disk

old

=
=]

Che

=
=
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[1 Locky(diablo6) ¥4 o]

g TE)

— e W WS OWRW WET T eem—

p~-c || & ewdiablog.htm * | |

)] AN =70 =820
W ZzEEE v

FE

S*=

=g G-+ =+

111 IMPORTANT INFORMATION I11!

All of vour files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http://en-wikipedia.org/wikt/RSA (crvptosystem)
http://enwikipedia org/wiki/Advanced Encryption Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To recetve vour private key follow one of the links:

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www torproject.org/download/download-easy himl

L

2. After a successful installation, run the browser and wait for initialization.
3. Typen the address bar: gdewmbrrentioorul owon YONOQWIBLGWT 861
4 Follow the instructions on the site.

! Your personal identification ID: ¥ .NG W iBASWUTESS 11!

oo $ o

A = = 4§ _§%
HETE

« URLF2(Tor)& BAISHY 7Y S=HHIEZQ)E X[E0t=E REdts H
- HHEetH o|ojx|] HZF

0x
|.|—
[m

« PCO| EX3tE T (jpg, xlIs, pdf, ppt, zip, avi, wmv 2| 200742| ZHEHX}
o Local Disk, USB Drive, Network Drive, Cloud Drive

El
=o=|-
oE
do

« ‘diablo6'Z IY ZEXIE HZ

o A53tEl ZH0| MM E(diablo6 [3X}E]].htm) A4

« A2"RERO0| 27H55IESE 28 HlE=2(Volume Shadow) X

« E-mail2 2 (M50 8202 'E 2017-08-09 (X[ &X' HEH)

M1l

% A7 == WE A4dold B 9 Ue o

i

% &uch
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[ ] Locky(asasin)

Ox
Ji
ok

1|2y - —— _ag&}'mgn

4 9] o

&

L&

2ot ” & Ewdiablos.htm ¢ | ‘

‘I' WORTA_\T INFORMATION 1!

All of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http://en wikipedia org/wikiRSA (cryptosvstem)
http://en wikipedia org/wiki/Advanced Encrvption Standard

Decrypting of vour files 15 only possible with the private key and decrypt program, which 1s on our secret server.
To recetve your private key follow one of the links:

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www . torproject.org/download/download-easy html
2. After a successful installation, run the browser and wait for initialization.
3. Type inthe address bar: gdombmrzptszonvlonnion Y CHQWTRAWUTESSL
4. Follow the instructions on the site.

11! Your personal identification ID: YCNQWIRSIWUEHSEL il

i + 15 - 88
HELE L o ~
« URLF2(TonE FAIotY 7h4S2HCf0SHIERR)E X20teF REole WEEE
HfEStH o|ojx] #Hy
which is o
jsye) « PCO|l EXSt= T (jpg, xlIs, pdf, ppt, zip, avi, wmv 2| 300742| =X}
=T * Local Disk, USB Drive, Network Drive, Cloud Drive
- ‘asasin’Z oY FXE HE
o ASSE ZE0| MM E(asasin [4XFE]].htm) A
= X « A|AHIZERI0| E7153tEE 28 =2 (Volume Shadow) AHH|
- e « Email2 RE (5 A ZHUG2z HYS LB /AT
+ Locky Hdgof HY apd
locky—zepto—odin—shit—thor—aesir—zzzzz—osiris—loptr—diablo6—lukitus—asasin
% A7 EE WF BAA0l o2t 9 We} ' & AsUTh
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All of important data on this computer was encrypted with strong RSA-2048
algorithm due to the violation of the federal laws of the United States of
America! (Article 1, Section 8, Clause 8; Article 202; Arcticle 210 of the
Criminal Code of U.S.A. provides for a deprivation of liberty for four to twelve
years.)

Following violations were detected:
Your IP adress was used to visit websites containing pornography, child
pornography, zoophilia and child abuse!

WY E
To get vour unique key and unlock files, you should send the following code:
to our e-mails:
or
You will recieve all necessary instructions!
= =
‘mshta.exe’ O|E2 7tX|1 QUe T2 W Al BHHELE)
'decodedecode@tutanota.com, restoreassistant@yandex.com’ M FAE S
=23t HES XE2(Id8eHot=E R
mlsf ) PCO| EXHsts T (xIs, xIsx, pdf, ppt, pptx, hwp 2| 200712| =& X
ol'aT . . .
= Local Disk, USB Drive, Network Drive
‘' matrix, .b10ckedlI2 2 I} SHEXE HA
=x1 20z oietEAE HESHK| 20 LdootE T
- A otEl ZL0| "IWhatHappenedWithMyFiles!_rtf’ L (HHH - E) ‘4o
E-Mail2 Sdff Hix=
* A 25 1F 3449 w2 o W&I °E F sy
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[1 Magniber(MyRansom) #7d ¢ o]
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&

L&

| _HOW_TO_DECRYPT_MY_FILES_c99:60608ari96k78y6_.bet - Notepad
File Edit Format Miew Help

ALL YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!

your files are NOT damaged! Your files are modified only. This modification is reversible.

The only 1 way to decrypt your files is to receive the private key and decryption program.

Ay attempts to restore your files with the third-party software will be fatal for your files!

To receive the private key and decryption program follow the instructions below:
1. pownload "Tor Browser” from https://www.torproject.org/ and install it.

2. In the "Tor Browser”™ open your personal page here:
http://cuxEnNcoRdr i 98k78yE. ¥l CavovKi42Tenx, omi un,/N217 3Me 501V 5L

Note! This page is available via "Tor Browser" only.

Also you can use temporary addresses on your personal page without using "Tor Browser™:

http://cPsxe0coRariock7 8y, Favnere, party /M3t 1 3vedeLove sy

http://c90x305c82ri€ak7ava. gofiag. weboam /N379 SNQO0LIVC I

http://cy2x80008ari 00l 7 Ay6. kaysreap. Trade/N311 2NauniovisLy

http://nS9=€0€nTa,13EKTByE. segon. ruc ing/NI7 § IN9OIDVCILY

Note! These are temporary addresses! They will be available for a limited amount of time!

PR = E [
My Decryptor x U
%_*.:.1 _l'I:E S B~ (€)© 995000809678 5yniea sk 2700k nica ¢ ==
MY DECRYPTOR Support Dosiypt il for EREE "}
S S |
!
Your documents, photos, databases and other important files have been encrypted! ‘ ‘
WARNING! Any attempts to restore your files with the third-party software will be fatal for your files! WARNING!
To decrypt your files you need to buy the special software - "My Decryptor"
All transactions should be performed via EITCOIN network.
Within 5 days you can purchase this product at a special price: BTC 0.200 (~ $1131)
After 5 days the price of this product will increase up to: BTC 0.400 (~ $2262)
The special price is available:
How tn aet "Mv Decrvntar"? =
« URLF2(TonE BAISHY 7Hd&2H@2Bitcoin)E X 20tES REo5tes HWHLE
- €F AZO| XUH Tt 7Hd-E8H4Bitcoin) T
=Rt Tl i =)
jsye)  PCO| EXM3St= I (jpg, xls, doc, ppt, zip, hwp 2| 300742| =2t
* Local Disk, USB Drive, Network Drive, Cloud Drive
« 'kgpvwnr, .ihsdj 2 TY SHXE HA
- HIESIE BC2 mHY BE EC0| BHLEE TY 4y
— - 'READ_ME_FOR_DECRYPTOR [ID].txt’, * HOW_TO_DECRYPT_MY_FILES_[ID]_.txt’
='o

2AES0 SEot0] 15200t A2 etE 3t HHEE Y

HH EFO| Y(Malvertising)” &4 22 RE FH AR SHo|X|0f F2ot= AL

* 3ot 2210l BNS B3 AYASS ZYAP|D QESE WA

o=

ZH
(=]

=)

A7 = WF BYAA we} o WeF e 5 AxYh
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Balwum dannbl 6binn 3ab610KMpPOBaHbI

[lns BoccTaHoBNeHVst Bcell MHGopMaLmMK, BaMm Heobxoanmo 3annatuts 140 USD.

Mouemy Bbl OMKHBI 33 YTO-TO MAATUTL?
- ¥ Bac wm Balieit KOMIaHMi HEAOCTATOUHBIN ypoBeHb 6e30MacHOCTH KOMMbIoTEPa

[lna Bac 6bin cozgad NMuHbIA KabuHeT, rae Bol MoxeTe:
- MoNyunTb rapaHThK (TECTOBOE BOCCTAHOBJIEHME)
- MoNYyuUnTL KOHCYNLTALMM W MOAAEPXKKY NP BOSHUKHOBEHMUM Npobnem
- ObLaTkbCa ¢ ApYrvMK Nonb3oBaTenaMM B obllem yate

Bawun garHbie Gbimi 3aLmpoBaHel NPy MOMOLLM KpuiTTorpaguueckoro anroputia RSA. Ero Hego
3MOXHO B3/I0MaTh Wik nofobpats 8 0603puMom GyAyiyemM .
AnsA KaXA0ro No/b308aTeNA reHepUPYeTCA YHUKE/IbHBIN KJIH0Y, KOTODBIM MOAXOAMT TosbKo Ans Ba
winx Gainos, 310 03HaYaeT, YTO BaM He MOAOMAET KIT0Y APYTOro [0/15308aTEA.
[Mpy oGpauy 33 MOMOLLIBIO K [10CPEA , BJIyHLIEM CTTy4ae, OHU KYRAT KAKOY ¥ Hac 1 nepe
npoAaayT BaM ¢ HALEHKOHA.
Cpok onnatbl: 4 AH. Mocne 3Toro, CTOMMOCTb NOBLICUTCA A0: 189%

Mpw onnate, cucTemMa AaBTOMAaTHUECKM BBIAACT KJIKOU W MPOrpaMMy /15 BOCCTAHOBNEHNS.

TOBO

WY E
[ata 6nokuposku: 16.08 2017 .
| Mo nokynkd Nonebzoeatent: kkk
[ ] 140% 60% 3 ecTb
TlyBrusHbiii yat Qcr.cootuy 3
Brnvanuie. Kype yeraHoane Ha
TonHoE NATHTECT BECTINTECT 3850 gon. (peviousul 37508
C noweaensHiKa Kype Byser
Moackaska Ana scex halinoe, Bam sannaruTs 140 USD e
Monssosamene 10AE:
Moyemy daiins
pacumbpossisakoTea 8 JPG?
QnnaTa BOCCTaHOBNEHUA MHCTPYKUMA YBEROMIEHVE Kax caenams 8 akcene?
e
BuTkonH Kanekynarop 310 NPeANPOCMOTP YeHHOrD
AokymenTa. Mocne )
TR e bt
A,CIPEC nononHeHns Umpeaas
3AMPOCUTb AOPEC MOMONHEHWA
Maw Tparzakys
WHCTPYKUNA Data Onucanue Cymma
1. 3aMpoCMTE y CHCTEMbI MIMHBIN Bitcoin cieT
S Tratsawui ui e poscdurecs
Cpoki onar 0%
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YOUR FILES WERE ENCRYPTED

using military grade encryption. The encrypted files have the additional extension
.kk. You won't be able to retrieve your data unless you purchase the software provided by
us. YOU HAVE EXACTLY 48 HOURS TO MAKE A DECISION OR YOU'LL NEVER SEE
YOUR FILES AGAIN. Any atempt to recover your files on your own could damage the files
permanently. There is no workaround, that's how encryption is supposed to work. In order
to retrieve your data, please follow the steps below:

1. Go to Desktop folder, and open AMMOUNT.txt from within README folder. Obtaining
the decryption sofware requires that you send EXACTLY the ammount of Bitcoin
(without the transaction fee) that is written within the text file to the following address:

o TRLHZBQYEMIGLZxe 3B 4CA2CAKKIAGZH

Note that if the ammount sent doesn't match EXACTLY the ammount in the text file,
you will NOT receive the sofware, as it's the only way to validate and confirm the
payment.

2. After the payment is done, send an email to ALL of the following addresses
getmyfiles@keemail.me, getmyfiles@scryptmail.com, getmyfiles@mail2tor.com
containg:

o The file named KEY, located within the README folder on your Desktop, as an
Attachment - this file is a locked version of the decryption key (that must be
unlocked by us), used to recover your files. DO NOT delete it if you plan to get
your files back

o The transaction id of the Bitcoin payment

Emails that dont contain the KEY file attached will be automatically rejected.
As soon as we confirm the payment, you will receive on your email address the
decription key together with the required software and the instructions to recover your
files.
Dont forget, TIME'S RUNNING OUT
- RYFLE YAIS0 JHAHEBKE 0.1Bitcoin)E KIBSES RESHE WHEE

« 'getmyfiles@keemail.me, getmyfiles@scryptmail.com, getmyfiles@meail2rot.com HYYE =3t

« PCO| EXSt= Y (jpg, xls, doc, rtf, zip, hwp 2| 2007H2| =& A
» Local Disk, USB Drive, Network Drive

|3

- 'kkZ2 oY SYIE HY

« HE2IH "ReadMe” 0 A O HEHIERQ 7t4, 7| oY, HELE)

S - "AMMOUNT.tct”, “KEY”, “readme.html”, “readme.png”

« E-Mail2 &3l HiZ (Steganography” 7|&<S O|&% O|O|X| MY CHREE)
* Steganography(2H|Zt=Jeim)) : HIO|H &0 = CHE Oo|HE 28t &7|& 71&
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A problem has been detected and windows has been shutdown to prevent damage to your computer

DRIVER_IROL_NOT_LES_OR_EQUAL
If this is the first time you've seen this stop error screen, restart your computer, If this screen apperas again, follow these steps:

Check to make sure any new hardware or software is properly installed. If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need

If problems continue, disable or remove any newly installed hardware or software. Disable BIOS memory ptions such as caching or shdowing. If
you need to use Safe Mode to remove or disable components, restart your computer, press 8 to select Advaced Startup Options, and then select
Safe Mode

Windows Error

Technical Information: Still the: error occurs and windows was not able to fixit. Call Windaws
suppart for possible fixes
If you call Windows support provide this Error Code : 0X000AAAAA

**STOP : 0x00000001 (0x0000000C, 0x0!
Call TOLL FREE "1-855-266-4100"

aH Ad E Confirm to restart the computer

GRS Initilizing disk for crash dump...
Begining dump of physical memory...
Physical memory dump complete
Contact your system administrator or technical support "TOLL FREE 1-855-266-4100" group for further assistance
o MZTH A QX Q77 LIEIH AXH T
« '1-855-266-4100" =X FE7I A0 UZ

msiHe - g9 StEES olsto YYH AMAES HolsiH, O 2 ddAR= S
« AL Z2NAE HYOH0] XEHoz ofHES Hdl

£3 - WEY T PC YAHOR A THs
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What happened | Payment

hat happaned to my files

N

Your KEY will be destroyed on

2017-02-23 = :55:27 There a
1. Forthe

Time Left

71:59:14

« XN LFAE YASHY 7HdE2H(1Bitcoin)E X|ESIEE | E
‘VenusLocker O|28 7IX|1 Qe T2 A @HMLE)

crazyman@keemail.me

HHLE « 'venuslockerteam@protonmail.com' MY E Z3t
o HIENSIH O|0|X|7} HEH
NMASG
2. Send your Personal ID to our official email: crazyman@keemail.me
3. You will receive your private key to recover your files within one working day.
For detailed information, ple refer to the dialog or "ReadMe.txt" on your desktap.
Z=1ot= o o| shxb
jsys) « PCOl EXst= T (xls, xlsx, pdf, ppt, pptx, hwp 2| 200742 2t&X}
« Local Disk, USB Drive, Network Drive
« 'venus, .venuslLfS, .venuslLf & “venus” EAtZO| ZahE MY YR HY
- . olojY WHES BUSD Y (BT WHEE =)
='o > " 1"
« HIE2}HO| "ReadMe.txt” HHLE M-

E-MailS S8l =

1
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- Wana Decryptlr 2.0
QOoops, your files have been encrypted!
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Payment will be raised on
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» Local Disk, USB Drive, Network Drive, Cloud Drive
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